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Endpoint Management
Optimising endpoint management for enterprise.

Figure 1.0 - The FreshPoint Dashboard

The New Paradigm; FreshPoint

“2018 State of Endpoint Security Risk Report”, The Ponemon Institute

Endpoint security has historically been a chaotic and incredibly reactive endeavour 

- a continual game of “whack-a-mole”. There have been attempts to try and improve 

the process, but organisations have typically been locked into a cycle of stringent 

controls and overlapping technologies that undermine the usability of key systems. 

Further, they’ve substantial administrative overhead, and only incremental 

improvements in overall security, meaning overwhelm for IT and Security teams.

Imagine a turnkey solution with in-built configuration for maximum compliance for 

even the most stringent of audits.

Imagine this could be done without compromising the applications and tools upon 

which users rely to perform the jobs, and can be deployed and managed from anywhere.

Secure Measure’s endpoint solution, FreshPoint, is a highly automated and 

intelligent solution, so efficient that the cost runs at 75% less than competing 

solutions.

“Nearly two-thirds of companies have been compromised in the last 12 months 
by attacks that originated on their endpoints, a 20% increase from the 
previous 12-month period.”

“Antivirus products missed more attacks than they stopped in 2018, and 
organizations believe their current antivirus is effective at blocking only 
43% of attacks.”



Endpoint Intelligence
A  smarter way for users to stay secure .

Policy and Hardening

Patching

Secure Measure helps organisations ensure their 

mandated compliance or even internal policy measures 

are met without issue. With FreshPoint, you’ll 

reduce your attack surface substantially, and be 

able to stand up to external audits and meet 

regulatory requirements without any additional 

processes or resources.

As updates are released, all patches are pushed to 

endpoints and automatically applied in line with the 

agreed schedule. This is performed in concert with 

any maintenance windows, and therefore avoiding 

impacts to business operations.

“four out of five respondents find it challenging to 

keep up with the frequency of patching, and 43% 

acknowledge they are taking more time to test and 

roll out patches” with “any delay in patching 

results in accumulating risk”.

Zero Trust
Role-Based Access

Least Privilege
Regulator y Compliance

Rapid Deployment
Smart Prioritisation

Operational Integration
By-Device Access

Total Ecosystem Flexibil ity

FreshPoint works seamlessly across all heterogenous 

ecosystems. Regardless of formfactor or platform, 

all devices are protected, even in BYOD 

environments.

Windows 10,  OSX
iOS & Android

Policy Management

Password Management

Every administrative account on every device is 

controlled with FreshPoint. By containing and 

controlling privileged accounts with 2FA and Just In 

Time Administrative Access, cybercriminals aren’t 

able to pivot and it mitigates lateral movement.

Dynamic Privilege Control
Two-Factor Auth

User Transparency
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Office365 Security

FreshPoint is a streamlined platform that prevents 

data leakage for the whole O365 suite, and ensures 

file are encrypted at rest and in transit without 

additional user action required.

At Rest Encr yption
In Transit  Encr yption

Data Leak Prevention
Catalogue Management

Application Deployment

FreshPoint facilitates the deployment of any custom 

applications, and manages all security updates, 

regardless of platform. It handles this from and to 

any location on the planet safely and securely, and 

without any additional infrastructure being 

required.

Frictionless Deployment
Windows,  OSX , Mobile

Dynamic Updates

SCHEDULE A DEMO

Endpoint Intelligence
  A smarter way for users to stay secure.

Sources:

“The 2018 State of Endpoint Security Risk Report” The Ponemon Institute, 2018

SANS Institute, “Understanding the (True) Cost of Endpoint Management”, Matt Bromiley, July 2018
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